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Understanding Third-Party Sender and ACH Payment

A Third-Party Sender (TPS) initiates Automated Clearing House (ACH) payments on behalf of Originators
through an Originating Depository Financial Institution (ODFI), creating an indirect link to the ACH Network.
Nacha Rules govern this flow by requiring TPSs to maintain origination agreements, register promptly, and
conduct independent risk assessments and annual audits. TPSs are also accountable for ensuring
compliance with applicable Nacha requirements affecting both ODFIs and Receiving Depository Financial
Institutions (RDFIs) across all ACH transactions.

The following illustrates an TPS ACH payment flow:
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Shift from “Commercially Reasonable” to “Risk-Based”

Fraud risk management has long been a core operational and financial responsibility for TPS. Recent Nacha
Operating Rules (Rules) amendments between 2025 and 2026 have increased the need for proactive
monitoring and swift response, positioning fraud oversight a critical priority in maintaining compliance and
safeguarding integrity of ACH activities.
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Proactive and Risk-based Fraud Monitoring Program
Establish processes and procedures to identify. fraudulent activity across all types
of ACH entries and executed pre- and post-processing of transactions.

RDFI ACH Credit Monitoring

Risk-based approach monitoring consider factors such as transactional velocity,
anomalies e.g., Standard Entry Clas (SEC) Code mismatch with account type), and
account characteristics (e.g., age of account, average balance, etc.

False Pretenses

Detect credit-push fraud schemes like Business Email Compromise (BEC) and
vendor impersonation involving misrepresentation of identity, authority, or
account ownership.

WEB Debit Controls

Requires signed electronic consumer authorization, a commercially available
or APIl-enabled account validation services (prenotification entry, ACH
micro-transaction verification), data security in transit and at rest.



Risk Management Compliance Practices

Relevant risk management and compliance practices under Nacha focus on ensuring that ACH participants
actively identify, monitor, and mitigate fraud and operational risks. Effective risk management and compliance
practices safeguard ACH operations, ensuring regulatory adherence while protecting institutions from fraud

and operational disruptions.

Fraud Prevention
and Security

Regulatory Adherence

Customer and
Third-Party Management

* Follow Nacha/OFAC rules * Monitor for anomalies « Perform due diligence

* Maintain clear procedures * Enforce strong access controls « Monitor return rates

* Document all actions * Protect sensitive data « Flag high-risk activity
Nacha Rules Audit

Training and
Continuous Improvement

* Provide staff training
 Perform quality control
» Update practices regularly



ACH Rules Compliance Audit Requirements

The annual ACH Rules Compliance Audit is a Nacha requirement designed to verify that each participant’s
ACH activities align with the Operating Rules. The ACH Rules Compliance Audit is critical in enforcing
accountability, strengthens risk management, and ensures the integrity of the ACH Network.
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The audit must be completed by
December 31 every year.




Discover
what
Stratis
Advisory
can do
for you

Annual Nacha ACH Rules Compliance Audit

Understanding your role in an ACH transaction is critical to determining whether
you may be subject to performing an annual audit under Nacha’s Operating
Rules (Rules). In Banking as a Service (BaaS) and For Benefit Of (FBO) operating
models, you may be acting as a third-party sender (TPS) under the Rules. Stratis
can help you comply with your BaaS or FBO agreement requirements as a TPS
to perform your annual Nacha Operating Rules audit by December 31 of the
calendar year.

ACH Risk Assessment

Participating in the ACH network requires numerous operational requirements.
For companies operating as a TPS, an ACH risk assessment should be
conducted to assess various risks such as operational risk, return risk, credit
risk, fraud risk, compliance risk, cybersecurity risk, and reputational risk.
Moreover, an ACH risk assessment is a factor in determining annual compliance
with Nacha’s Operating Rules. Stratis can help you evaluate your ACH
operations, understand your risks in the ACH network, inclusive of return rates
and codes, and document your annual ACH risk assessment to comply with the
Rules, but also your BaaS or FBO master's services agreement.

BaaS, FBO, ACH Contract Compliance

Operating under a BaaS, FBO, ACH master's services agreement (MSA) with a
banking or payment partner usually passes down statutory, industry, and best
practice requirements during the agreement term. Namely, compliance with
annual anti-money laundering, sanctions, and Nacha Operating Rules audits,
executing ongoing vendor management, customer monitoring, and complaints
processing, among others. Stratis can help you with developing your core
compliance frameworks to implement these programs or execute the annual
audits to comply with your BaaS, FBO, ACH MSA.
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