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Minimum Requirements Under the Transaction Monitoring and 

Filtering Programs

Periodic training 

Identification of 
all data sources 

containing 
relevant data

Qualified personnel

Vendor selection process  

Validation of the integrity, 
accuracy and quality of 

data 

Funding to design, implement 
and maintain a Program 

Governance and 
management oversight

Data extraction and 
loading processes 

*at least annually

Effective January 2017, the NYS DFS 3 New York Codes, Rules and Regulations (NYCRR) Part 504 

requires covered institutions to annually certify to maintaining a compliant Transaction Monitoring and 

Filtering Program. Separately, covered institutions are required to maintain a compliant AML and sanctions 

compliance program under NYCRR Parts 416 and 417. 

While depending on the structure and depth of an AML and sanctions compliance program, certain 

components of Part 504 may already overlap existing processes. However, Part 504 and the annual 

compliance certification is a separate and distinct requirement for covered institutions.

https://www.dfs.ny.gov/industry_guidance/transaction_monitoring


Each Regulated Institution shall maintain a Transaction Monitoring Program for the purpose of monitoring 

transactions after their execution for potential BSA/AML violations and Suspicious Activity Reports (SARs), 

which may be manual or automated, and at a minimum must include the following key attributes:

Transaction Monitoring Program Requirements

Risk Assessment

Current BSA/AML laws, 

regulations and alerts

Map BSA/AML risks

Utilize BSA/AML detection scenarios
End-to-end, pre- and post-

implementation testing

Clear understandable 

documentation

Investigative protocols

On-Going analysis



Each Regulated Institution shall maintain a Watch List Filtering Program for the purpose of interdicting 

transactions, before their execution, that are prohibited by applicable sanctions, including OFAC and other 

sanctions lists, politically exposed persons lists, and internal watch lists, which system may be manual or 

automated, and which shall, at a minimum, include the following key attributes:

Watchlist Filtering Program Requirements

End-to-end, pre- and post-

implementation testing

Based on technology or tools 

for matching names and 

accounts

On-going analysis

Clear and understandable 

documentation
Risk Assessment



Integration of Minimum Requirements and Program Specific 

Requirements

Transaction Monitoring (TM) and 
Watchlist Filtering Program 
(WLF) Minimum Requirements 

504.3 (c)
Transaction Monitoring and 
Watchlist Filtering Program 
Requirements

504.3 (a)
504.3 (b)

Identification 
of Data 
Sources

Data 
Validation

Data 
Extraction

GovernanceFunding

Vendor
Selection

Qualified 
Personnel

Training

504.3 (d)

Documentation of identification 
and remedial efforts for material 
improvements in areas, systems, 
processes

Based on Risk 
Assessment

Ongoing
 Analysis

End-to-end 
Testing

Clear 
Documentation

Investigative 
Protocols

Map BSA/
AML Risks

BSA/AML 
Detection 
Scenarios

Current 
BSA/AML 

regulations, laws 
and alerts

Based on 
technology or 

tools 

TM and WLF

Additional TM

Additional WLF

504.4
Annual Certification of a Board 
Resolution or Senior Officer(s) 
Compliance Finding every April 15th



NYS DFS Part 504 Annual Transaction 

Monitoring and Watchlist Filtering Certification 

of Compliance

Operating as a NYS DFS regulated institution such as a bank, insurance 
company, money transmitter, trust company, etc. (or applying for a license) 

requires an organization to annually certify to maintaining a compliant 

transaction monitoring (AML) and watchlist filtering (OFAC) program. Stratis 
can assess the readiness of your organization to submit a certification of 

compliance prior to the annual April deadline. Providing you and your board 

with actionable insight to approve the certification.

AML and Sanctions Program Development

An effective AML and sanctions compliance program has proven to identify and 
strengthen preventive measures against money laundering and violating 

sanctions laws and regulations. Minimum program requirements under the BSA 

and OFAC are aligned, with the following main components: (1) internal 
controls; (2) periodic training; (3) independent testing and auditing; (4) 

compliance officer or senior management responsibility and commitment; and 

(5) risk-based procedures. Stratis can help you develop a scale-appropriate 
AML and sanctions program for your operating model and risk profile.

AML Independent Review

Whether operating as a regulated financial institution or through various bank, 
payment, or lending partnership models, typically an annual review of your AML 

and sanctions programs is a requirement. As Stratis serves a portfolio of global 

regulated and unregulated companies, Stratis can help you with performing 
your required AML review on a scale and risk-appropriate basis to satisfy your 

statutory requirement, but also any requirement(s) from your banking partner.

Discover 

what 

Stratis 

Advisory 

can do 

for you
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